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Role Profile

Role title 		This title will be uploaded to the HR system as the final job title. Please use consistently in all further documentation. 		Senior Data Protection Analyst
Manager job title 			Head of Data Protection 
Job Ref		 VIT2503


Overall job purpose
	Support the Head of Data Protection to make sure the function meets its business and regulatory requirements. Act as a senior specialist, leading complex data protection work across the UK and our international markets (excluding South Africa and the USA).		Help shape and mature Vitality’s data protection framework, in line with the operating model. Make sure member and employee personal data is protected, with the right controls in place to manage identified risks


Dimensions
Role location	London	
Budgetary control (if so what size)	None	
Number of direct reports (if any)		None


Tasks/responsibilities – List between 5 and 10 	
Support the Head of Data Protection in delivering compliance, taking the lead on complex and higher-risk matters	Lead health checks of business areas to confirm compliance, making sure risks are identified, quantified and proportionately addressed	Plan and run regular data audits across the UK and International Markets, and monitor emerging data issues	Lead data protection impact assessments (DPIAs), plus AI and transfer assessments, for new projects and strategic initiatives and escalate out of appetite risks to Head.	Give early, practical advice to embed privacy by design in change programmes	Oversee the data protection incident register, leading complex investigations through to remediation or escalation significate incidents to Head.	Oversee data subject rights requests for the Vitality in line with regulation, and handle the most complex cases	Maintain records of processing activities (ROPAs) and support oversight of international transfers and third-party risk	Advise all business areas, including first line, on lawful grounds, controls and good practice	Work with Sourcing, Data Governance, Legal and Information Security on shared standards and processes.	Liaise with the US privacy team where activities involve co-processing, making sure responsibilities and controls are aligned.	Scan the horizon for regulatory change, such as the AI Act and EU Data Act, and advise on the impact	Help develop, maintain and improve the data protection framework, including policies, processes, controls and guidance notes	Help develop and deliver data protection and AI training to staff business-wide	Take part in business forums and follow up agreed actions, escalating issues where needed	Shape pragmatic mitigation plans that balance cost, member experience, risk and compliance	Support internal and external audits and certifications and help prepare for regulator engagement led by the Head of Data Protection. 	Escalate breach notifications, regulator contact and high-risk assessments to the Head, with recommendations.	Cover routine matters and forums for the Head of Data Protection during short absences, as nominated. Escalate decisions reserved to the Head or the Group Chief Risk Officer.	Coach and mentor Data Protection Analysts and Privacy Associate and share good practice. (this role has no line management responsibility). 		



Autonomy 	Tick one
Mostly works within established procedures or guidelines with supervision from team manager	
Receives a moderate level of guidance and direction		
Works mostly independently, with minimal guidance		
Works independently, with guidance only in the most complex situations		X
Typically operates with broad latitude in a complex environment		


Problem solving 	Tick one
Uses existing procedures to solve routine or standard problems		
Identifies and solves a range of problems in straightforward situations; analyses possible solutions and assesses each using standard procedures	
Solves complex problems, takes a new perspective on existing solutions		
Interprets internal or external issues and recommends solutions.  Solves complex problems, takes a broad perspective to identify solutions	X
Solves unique and complex problems that have a broad impact on the business		


Peers 	Tick one
Works mostly within own team		
Works across a number of teams, mostly at own level.  May act as a resource for colleagues with less experience	
Works with teams across the business at all levels		X
Works mainly with senior management		


Projects 	Tick one
May assist manager with project tasks, or own small projects		
May lead projects or project steps within a broader project or have accountability for ongoing activities or objectives	X
May lead functional teams or projects		
Leads project teams to achieve milestones or objectives		


Career Level	Tick one
Good level of secondary education and has working knowledge and experience in own discipline gained through relevant work experience 	
Degree level or equivalent – has in-depth knowledge in own discipline, gained through significant work experience in a relevant role or sector.	
Degree level or equivalent and likely to have professional qualifications. Has specialist level knowledge gained through significant work experience in a relevant role.	X
Is recognised as an expert within the organisation as a whole and has in depth knowledge of their own function and the wider industry gained through substantial work experience in a relevant role at a similar level.	
Essential	Expert knowledge of UK GDPR / EU GDPR and global privacy laws, including practical application across multiple jurisdictions. 	Resolving data breach events  	Managing production of data subject rights  	Resolving technical DP queries  	Developing and launching regulatory training guides  	Proactive problem-solving within a complex organisation	CIPP/E certification, or an equivalent professional data protection certification already held	Degree, or equivalent professional experience	Minimum 10 years’ experience in data protection, privacy, or related regulatory roles.	Significant leadership experience, including building and managing scalable privacy frameworks and multi‑jurisdictional oversight models. 	Strong second line oversight capability, with experience challenging and supporting first line functions. 	Excellent relationship management skills, able to influence at Executive level. 	Exceptional written and verbal communication skills, including producing management information for senior governance forums. 	Analytically strong, able to design metrics and drive continuous improvement across privacy processes. 	Experience with DPIAs, SAR processes, incident management, and regulatory engagement. 	Strong planning and organisational skills, able to operate independently in a complex environment. 	Operates with integrity, proactive, quality driven, and able to handle sensitive matters with discretion.		Desirable		Experience in the insurance or financial services sector, preferably in a second line compliance/privacy role 	Experience of working in European and global privacy environments.	Experience implementing global training programmes and creating localised content. 	Familiarity with privacy related technology solutions (e.g., PIA tools, consent management systems). 	Knowledge of information security, risk management, or related regulatory frameworks.
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